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ABSTRACT

Vertical federated learning (VFL) allows multiple distributed clients with misaligned feature spaces to
collaboratively accomplish global model training. Applying VFL to high-stakes decision services greatly requires
model interpretation for decision reliability and diagnosis. However, the feature discrepancy in VFL raises
new issues for model interpretation in distributed setting: one is from the local-global perspective, where
the local importance of features is not equal to the global importance; and the other is from the local-local
perspective, where information asymmetry among clients causes difficulty in identifying overlapped features.
In this work, we propose a new distributed Model Interpretation method for Vertical Federated Learning
with feature discrepancy, namely MI-VFL. In particular, to deal with the local-global discrepancy, MI-VFL
leverages the tools from probability theory and adversarial game theory to adjust the local importance of
features and ensure the completeness of the selected features. To handle the local-local discrepancy, MI-VFL
builds a federated adversarial learning model to efficiently identify the overlapped features at one time, rather
than performing client-to-client intersections multiple times. We extensively evaluate MI-VFL on six synthetic
datasets and five real-world datasets. The evaluation results reveal that MI-VFL can accurately identify the

important features, suppress the overlapped features, and thus improve the model performance.

1. Introduction

Federated learning (FL) [1-4] is a privacy-preserving distributed
machine learning that enables clients to jointly train a global model
without sharing their local data. Different from the conventional FL
(also called horizontal federal learning (HFL) [5], vertical federated
learning (VFL) [6-8] has a distinct property of feature misalignment,
which means clients share the same sample space but not feature space.
This provides the opportunity for clients with different feature spaces to
collaborate across platforms and institutions, expanding feature space
to improve model performance and generalization ability.

High-stakes decision fields such as finance and healthcare, are
one of the important applications of VFL, since they often require
multiple parties to collaborate to make rigorous decisions and cannot
directly share sensitive or proprietary data due to privacy regulations
(e.g., HIPAA [9] in healthcare or GDPR [10] in finance). A very
urgent need in these fields is for model interpretation to understand
the underlying model behavior and ensure reliable decisions [11,12].
In finance, for example, when banks collaborate to assess a user’s
credit, participating banks need to understand the reasoning behind the
model’s decision to approve or deny a loan. Similarly, in healthcare,

* Corresponding author.

multiple medical institutions might work together to diagnose based
on multiple sources of clinical data. Doctors need insights into which
specific features contributed to the diagnosis to ensure that the decision
is medically sound and trustworthy. In addition, VFL expands the
feature space by integrating data from diverse sources, but the massive
features may vary in quality, with some features potentially being
noisy, redundant, or less informative. If not managed properly, this
may degrade the model’s overall performance. Therefore, we also need
model interpretation to help us determine the contribution of features
to model prediction and select the most relevant and representative
ones. To sum up, designing the model interpretation method for VFL is
the key to ensuring the reliability and transparency of model decisions
as well as improving model performance and generalizability.

Current model interpretation methods are basically centralized [13-
22], which would raise new issues if we regard each client’s local model
as an isolated model in VFL. These issues are mainly caused by the
natural characteristic of feature misalignment in VFL [5]. We call them
“discrepancy” phenomena, which can be captured by two aspects as
shown in Fig. 1. The first “discrepancy” is reflected in the local-global
perspective, which refers to the local importance of clients’ features
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Fig. 1. Feature discrepancy in vertical federated learning.

not equal to the global one. If we only calculate the local importance
of features on their own clients, we would lose the information about
meaningful relations among features from different clients, which is
critical to model interpretation in distributed scenarios. For example,
F1 is the most important feature for client 1 but it is not the one
for all clients in Fig. 1(a). Therefore, we need to design a method to
adjust the local importance in line with the global one. The second
“discrepancy” exists in the local-local perspective, which means the
clients are not aware of the features from the other clients. It may lead
to different clients selecting the same important features when there are
overlapped features among them, causing selected feature redundancy.
In Fig. 1(b), the important feature F5 exits in both clients 1 and 2, so it
is selected simultaneously, and causes redundancy. In fact, many real-
life applications in VFL suffer from overlapped features. For example,
in Alibaba production data regarding user click behavior, two domains
(considered as VFL scenario since they have different items’ and users’
features and cooperate to recommend items for users) in Taobao’s
recommendation system contain 8.52% overlapped users [23]. The
phenomenon runs the risk of multiple selections of overlapped features
leading to feature redundancy. Redundant features do not improve the
class-discriminative ability of the model [24] and further reduce the
interpretability of the model, and thus we must remove the overlapped
features among clients. From the above discussion, designing the model
interpretation method for VFL includes two important steps to solve
the discrepancy issues, which are adjusting local importance to global
importance and suppressing overlapped features among clients.

Addressing the challenges posed by the local-global discrepancy
in VFL is particularly complex due to the inability of clients to com-
municate directly with one another. This communication limitation
prevents clients from autonomously adjusting the importance of their
local features. Furthermore, since the relation between the importance
of features across different clients is not explicitly known, there is a
heightened risk of misadjustment, which means unimportant features
from one client might be overemphasized, potentially overshadowing
critical features from another client.

In addition, the local-local discrepancy poses its own set of chal-
lenges. Due to privacy constraints inherent in VFL, clients cannot share
their features with each other or with the centralized server, making
it impossible to identify and eliminate feature overlaps across partici-
pants directly. While private set intersection protocols [25] have been
proposed as a solution to address feature overlap in a pairwise manner,
these methods are not scalable. As the number of clients increases, the
pairwise intersection approach leads to substantial communication and
computational overhead, making it impractical for large-scale scenar-
ios. Moreover, such approaches introduce potential privacy risks, as
they can inadvertently expose clients’ local features to the server or
other clients.

The intuition behind our proposed solution for model interpretation
in VFL is as follows. First, we adjust the local importance in line with
the global importance based on basic tools from the probability theory.
Specifically, we divide the adjustment process into local importance
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calculation and feature subset importance calculation. In the local
computation part, we use mutual information [26] to guide the feature
importance calculation. Further, to ensure the completeness of the
selected features and consolidate the relative importance of intra-client
features, we design an adversarial game to increase the importance
score gap between important and unimportant features. In the feature
subset importance calculation part, we use the marginal contributions
with respect to the global aggregation result of clients as the client’s
(and its feature subset) importance scores, which have low commu-
tation and computation costs while guaranteeing marginal fairness.
Second, to identify overlapped features in the local-local discrepancy,
we train a federated adversarial learning model to learn common
features among all clients simultaneously. Then, we can ensure that
the set of selected features is representative and free of redundancy by
suppressing overlapped features.
We summarize the contributions of this work as follows.

» We present MI-VFL, a new distributed model interpretation
method for VFL, which jointly considers the brand new issues
of local-global discrepancy and local-local discrepancy caused
by feature misalignment in VFL. We also provide convergence

analysis for MI-VFL, which can achieve O(-L) under the convex—

I VT
concave situation.
To address the discrepancy between global features and clients’
local features, we leverage the law of total probability to adjust
the local importance of features. Further, we propose to design an
adversarial game to ensure the selected features approach to the
optimal feature set.
To suppress the overlapped features of clients, we design a fed-
erated adversarial learning model to identify and avoid the over-
lapped features. Our method ensures that the selected features are
representative and non-overlapped.
We evaluate the performance of MI-VFL on six synthetic and
five real-world datasets. The evaluation results show that MI-VFL
can select a subset of important features accurately with sup-
pression of overlapped features, and further improve the model
performance.

The rest of this paper is organized as follows. In Section 3, we
present the problem formulation. Then in Section 2, we review related
work. We propose the distributed model interpretation method MI-VFL
in Section 4. The evaluation results are shown in Section 5. We finally
conclude the paper in Section 6.

2. Related works
2.1. Centralized model interpretation

The centralized model-agnostic interpretation method can inter-
pret black-box models, and a lot of research has been done in this
field. One important class of model-agnostic interpretation methods is
instance-wise feature selection, which generates the importance score
for each feature of each sample. A lot of research has been carried
out around this method. For example, Lei et al. [13] proposed to
explain text prediction models based on the selected feature subset in
NLP. Subsequently, Chen et al. [14] maximized the mutual information
between the feature subset and the label to control the selection of the
feature subset; subsequently, Yoon et al. [15] achieved this using KL
divergence combined with reinforcement learning. Chang et al. [16]
borrowed the idea of GAN to select a minimum feature subset for
each class. Yu et al. [17] considered the model interlocking problem,
and combined binarized selective rationalization and attention mech-
anism to solve the problem. However, these methods are ill-suited
for VFL as they overlook the feature discrepancy issues within VFL,
which can lead to inaccurate interpretations. Other model-agnostic
methods include permutation [27], whose fundamental concept is that
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one can assess the significance of one feature to the overall model
performance by measuring the deviation in model prediction accuracy
with permuting the feature value. SHAP [28] is based on such idea.
Perturbation-based model-agnostic methods estimate the contribution
of features by removing or perturbing them and measure the change
in the model output, which can be achieved in two ways: omission
and occlusion [29]. Omission removes the specific feature from the
input and occlusion replaces the specific feature with a reference
value. In addition, methods such as LIME [30] and Anchors [31] are
based on local approximation. They try to explain the predictions of
the black-box model around the neighborhood of the specific input
using an interpretable model. However, this class of methods usually
has high computational complexity, making them unsuitable for the
high-efficiency demands of VFL.

The counterpart to model-agnostic methods is the model-specific
method, which needs to be associated with the knowledge of the model
itself. Some methods used the model gradient, for example, Saliency
maps [18] calculated feature importance score through the absolute
gradient, GradientxInput [19] multiplied gradient and feature as im-
portance score, and Integrated Gradients [20] averaged the gradient
along a linear path from input feature to baseline as feature importance.
In addition, there are methods based on model back-propagation. For
example, Bach et al. [21] proposed back-propagation by Taylor decom-
position to find important features. Also, Shrikumar et al. [22] similarly
used back-propagation to calculate the difference between the output
and reference values as feature importance. These methods have a very
close relation with the model compared to the model-agnostic methods,
and cannot explain general models.

Compared to the existing model interpretation methods, our method
is model-agnostic and fully suits for the distributed sensoria of VFL and
considers its feature discrepancy issue in a computation-efficient way.

2.2. Vertical federated learning

Vertical federated learning can be divided into two modes according
to whether the server is included or not.

For methods with the server, there are two kinds of frameworks,
which depend on whether splitting learning is involved. One framework
splits the whole model into two parts and deploys them on both the
server and the client respectively, and the client needs to upload the
intermediate features to the server [32,33]. However, this approach can
lead to significant communication overhead as intermediate features
need to be transmitted frequently, which may hinder scalability and
increase latency. The other framework deploys the model only on the
client, which requires clients to upload the model output to the server
and the server aggregates them [34-37]. For example, Hu et al. [34]
proposed a vertical federated model aggregation approach based on
asynchronous stochastic gradient descent (SGD), which assumed that
labels can be shared among participants. Zhang et al. [35] put forward
a parameter update method based on the SVRG for VFL and designed a
tree-structured communication model. Gu et al. [36] designed a param-
eter update method based on SGD, SVRG, and SAGA, and improved the
tree-structured communication pattern. Zhang et al. [37] considered
the problem of the feature imbalance and designed an adaptive number
of local training rounds for each client.

In addition, some methods in VFL do not include servers [38-45].
They divide clients into one active client and many passive clients,
where only the active client has labels and is responsible for aggre-
gating results from passive clients. For example, Cheng et al. [38]
explored a lossless and privacy-protecting vertical federated GBDT
algorithm, SecureBoost. Further, Fu et al. [39] developed an efficient
system VF?Boost for the GBDT algorithm to reduce the frequent mutual
waiting in the training and speed up the cryptography operations. Liu
et al. [40] proposed to exchange intermediate outputs between clients
for parameter updating. Li et al. [41] designed GP-AVFL which updated
local models asynchronously with the help of gradient prediction and
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double-end sparse compression. Cai et al. [42] put forward a straggler-
resilient and computation-efficient accelerating system by omitting the
updates from slow clients with poor network conditions. Han et al. [46]
proposed FedGBF, which built the decision trees in parallel as a base
learner for learning GBDT. Wu et al. [43] put forward FedOnce to lever-
age unsupervised learning to learn local latent representations from
each client and the active party aggregated all latent representations
to train the global model. Zheng et al. [44] designed Privet to enable
secure gradient-boosted decision table training in VFL using lightweight
cryptography. Xu et al. [45] proposed ELXGB, which focused on the
XGBoost and guaranteed efficient and privacy-preserving properties.
However, this approach may face challenges in terms of robustness and
efficiency, as it heavily relies on a single active client, which could
become a bottleneck and increase the risk of failure if the active client
experiences any issues.

3. Preliminaries

In this section, we describe model interpretation in the context
of VFL. For a classification task, let {(x',)))}_ be the training set,
where x € R? is the overall input feature with dimension d, and
y € {1,...,c} is the corresponding label. In a VFL task with a set of
M clients M = {1,..., M}, client m € M only owns part of the features,
denoted as x,, € R, where d,, represents the feature dimension owned
by client m. Since there may be overlapped features among clients, we
have d < Y d, and x = U,gyX,. Further, we use x,,; to represent
the ith feature of client m. The labels y are managed by the trusted
server. In the centralized model interpretation method [14], the key
is to learn an explainer £ to select a subset x; C x of features with
a size of k. Specifically, £ takes the whole feature set x as input, and
the output is a binary mask vector s € 29, where s; = 1 indicates that
the feature x; is selected and otherwise is not. Therefore, the selected
feature subset is X, = s © x = [s;Xy, ...,S;X,], Wwhere © is element-wise
product. In VFL, since features are distributed among clients, the client
m is associated with a sub-explainer &, : x,, = s,, and X,, ; =s,,0x,, and
all sub-explainers are trained collaboratively. For a classification task,
each client computes a local model output b,, = f,,(0,,: E,(X,) © X,,,)
with the input of the selected local features %,,, where 0,, € RPn are
the parameters of local model f,,, and # € RP are the parameters of
the global models with D = ) D,. The server performs weighted
aggregation after receiving all the local models’ outputs from clients

M
90, = 0( Y, wyby),
m=1

where ¢ : R — R is a continuous differentiable function to aggregate
local model outputs b, and w,, is the weight for b,,. For backward
propagation, the server calculates the loss based on the global results
and labels, and sends them back to clients to calculate their own
partial gradients. Then clients update their parameters of local models
following:

0,=0,—nV,LO;X,y)

0L(0:X,y)
BT
m
-0 0L(0;x,y) ob,
= T T G0,

m

The features and parameters of the sub-models will not be shared
among clients and between client and server during the whole process,
so the privacy of the users can be well guaranteed.

m

4. Methodology

In this section, we introduce the detailed procedure of MI-VFL. First,
we decompose the calculation of feature importance into two steps
from a global view to overcome the discrepancy in local-global per-
spective. Moreover, we propose a common feature suppression method
for the overlapped feature problem to solve the discrepancy in local—
local perspective. The overall architecture of our model is shown in Fig.
2.



R. Xing et al.

Computer Networks 263 (2025) 111220

Global Importance Adjustment 9

Server

{ Client1

—

i Client1 o % Server i
H H Sub- £
H g Sample " H (T i —> oo
: Weight =8 B expainer [~ -
§ o g , Predictor x1 22 D p(x)
i : o X1,5 i ! €1 s mpertan
4 H Selected Features f . e -
H le P1 . Adjustment
= e ; : .
5 ; .
X1 Sub- e P1 Irrelevant ——y Client M i
explainer Predictor Sub-
Global (] o i L D p(xw)
Importance XM
&1 Adjustment f‘—,l Eu Local eature importance
TE
________________________ r - -
| Feature Subset Importance 9 H
{ ClientM ! Ciient 1 8 Server .
0 weignt | @) predictr | (s |
i ! 1 T (+) h
i s M.s : 3 prey g V(x) H
H f E (0] Selected Features pr . “Client 2 . |
Ny . tem =
! x. eatury subsetin
Xnm Sub- Irrelevant i B Torer © et !
H | o
explainer T Xas Predictor . : V(x—xq1) H
Importance s Ib ient M :
IEN Adjustment fou . [ ] |
1 XM 1
1=, 1

Fpren

Fig. 2. The overall architecture. Features from different clients have different input dimensions. Each client m has its own local models composed of the explainer &, predictor
f,,» irrelevant predictor f, , pre-trained predictor f,, , and pre-trained weight network f,, . The purpose of the predictor and the irrelevant predictor is to help the explainer to
select the complete important feature subset. The pre-trained predictor is set to calculate the importance of feature subset from each client to help adjust the local importance in
line with the global one, and the pre-trained weight network helps suppress the common features among clients to remove feature redundancy.

4.1. Global feature importance

We jointly train sub-explainers to select k,, local features for each
client m € M, forming a set of top k features from the global view,
where ), k, = k. However, selecting the value for each k,, in advance
is unrealistic in practice. We design an adaptive method to learn them.
The key observation is that we jointly select k important features
globally instead of having each client select k,, local important features
independently. Therefore, for a specific sample x, we need to acquire
the global feature importance, which can be calculated through the law
of total probability:

M
PO = D Py 1%,)P(X,), m
m=1

where p(x;) represents the global importance of the ith feature x;,
p(X,,;1x,,) is the local importance of x,,; on client m and x,,; corresponds
to x; on client m, not the ith feature of client m, i.e., x,,; = x; and p(x,,) is
the global importance of the feature subset of client m. Applying the law
of total probability in VFL breaks down the information barriers among
clients and aggregates the local importance of features from each client,
combining them into a global view, without disclosing private data to
other clients.

Eq. (1) implies that some features may be shared across multiple
clients. However, since each client’s features are kept private, the server
lacks knowledge about the locations of the overlapped features. As
a result, it cannot compute the global feature importance in Eq. (1)
accurately. We will outline the solution to this feature overlap issue in
Section 4.3. For now, we assume that no feature overlap occurs among
clients, and we can convert (1) to

PXpy i) = DXy [X)D(X)- (2)

So the problem converts to calculate the local importance of features
on the client m, ie., p(x,;|x,) and the global importance of feature
subset on the client m, ie., p(x,,). The p(x,;|x,) can be calculated by
the sub-explainer, while p(x,) can be obtained by the global result
aggregation at the server. We will introduce details of these two parts
in the following, respectively. The pseudocode of MI-VFL is shown in
Algorithm 1.

4.1.1. Local feature importance p(X,, ;|x,,)

We now discuss how to compute the local importance of features on
the client m. We propose to use mutual information to select the feature
subset. Mutual information is used to measure the dependence between
two random variables. For the input random variable X, we regard
the selected global feature subset as a random variable X5 € R* with
S ¢ 2% and |S| = k. Maximizing mutual information between X and
the response variable Y (the model output) will facilitate identifying
the features that are most dependent on the model output [14,24].
The features identified through mutual information are selected at
the instance level, which allows for personalized feature importance
for each individual sample. Mutual information is particularly effec-
tive in model interpretation because it can capture both linear and
non-linear relations between features and the target variable, making
it suitable for complex datasets such as images and text. Moreover,
mutual information-based interpretation is model-agnostic, meaning it
provides consistent feature selection across various models, including
black-box models like deep neural networks. Thus, we formulate the
model interpretation as learning an explainer to maximize the mutual
information:

Sr:léa();) I1(Xg:;Y). 3)

In prediction tasks, there is a phenomenon that several features
selected by the explainer are not dependent on the response variable
but can improve the prediction accuracy. The reason is that these
features are not important individually, but can be selected simul-
taneously by the explainer to facilitate the accuracy prediction. For
example, the explainer could mask out all odd-numbered features for
samples classified as positive and even-numbered features for samples
classified as negative. Such masking patterns used to predict the output
completely disregard which specific features are truly important for the
task. In VFL, this negative phenomenon is even amplified, implying that
the locally selected unimportant features are mistakenly regarded as the
important ones after aggregating features from other clients, which may
delay the selection of the truly important features at the global level.
Thus, we require the explainer not only to focus on the importance
of the selected features but also to control the remaining features to
widen their importance gap to ensure that the remaining features are
truly irrelevant to the response variable, preventing important features
from being missed.
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Therefore, we consider the idea of adversarial game. Maximizing
the mutual information between the selected feature subset and the
response variable Y, while also minimizing the mutual information
between the remaining feature subsets Xg = x; € R?* and the
response variable Y:

in I(Xs;Y
smin, (X55Y), (C))

where X5 = X — X.
The explainer should select features that satisfy (3) and (4) at the

same time, so the problem is converted to
I(Xg;Y)—I(X —Xg;Y)). 5
s@g?})(( s:Y) —1I( s3Y)) 6

The above formulation can be converted into the form of conditional
distributions:

Sglgﬂ()}(ol(Xs;Y) —-1(X - X5 Y)
= max E [log —p(XS’ D — [ og —p(X ~Xs. V)
S~E(X) p(X5)p(Y) p(X = Xg)p(Y)
- max E[ p(YIXs)] _]E[l Y X~ Xs)
S~EX) p(Y) p(Y)

= max Ellog p(Y| X)) ~ Ellog p(Y |X — Xg)

_Sméa())c( EYIXS [logp(Y|Xg)—log p(Y|X — X ). 6)

However, the posterior distributions p(Y|Xg) and p(Y|X — X ) cannot
be calculated directly, we derive the variational lower bound to approx-
imate them. For a variational mapping X — ¢5(Y|X), we can derive
the lower bound

By, [log p(Y | X5)] = / Y X5) log p(¥ | X)

Z/P(Y|Xs)loqu(Y|Xs) = Eyx,[logqs(Y]Xs)]

The inequality is based on Jensen’s inequality. Thus, (6) is relaxed to
maximize the variational lower bound:
gmax Ey x oggs(Y|Xg) —logqs(Y|X — Xg)]. @)

As depicted in @ of Fig. 2, in each client, apart from the model sub-
explainer &, we also introduce a predictor f, X,
to cooperate to train the global predictor f, to learn g (y|x,) and also
an irrelevant predictor f; : X, — b, to cooperate to train the global
irrelevant predictor f, to learn g,(y|x — x;).

Here, we would like to emphasize: (i) The actual output of &, is the
local importance distribution vector p,, = [p(X,,[X,), ... Py g, 1%
(p; and py, in @ of Fig. 2), and s, is sampling result from the
importance distribution. (ii) p,, is the local importance, so we need to
upload it to the server and convert it to the global importance by Eq.
(2): By = Py - P(Xy) = [P(X 1 [X,)P (K)o o s Py g, 1X)P(X,)], Where p(x,,,)
is the feature subset importance of client m and we w111 discuss how to
calculate it in Section 4.1.2. Thus, we have Zm | Z‘ L P(X1x,) = 1.
The process is depicted in @ of Fig. 2.

We now focus on the sampling process (@ in Fig. 2). In practice,
optimizing (7) by sampling (z) times to generate s based on feature
importance is computationally expensive. Moreover, the discrete na-
ture of the sampling process hinders the model’s ability to perform
backpropagation. To address this, we employ a reparameterization
technique known as the Gumbel-Softmax trick [47-49]. This method
provides a continuous relaxation of discrete distributions, allowing us
to approximate the sampling process while enabling gradient-based
optimization. We use Gumbel-Softmax to sample for discrete feature
importance distribution and the actual sampling process should be

S Xy Sy _)bm

eXP((lOg Py X)) + &)/ T)
21 1 eXP((IOg p(X1 WJ |X1) + g[/)/T)
u,,; ~ Uniform(0, 1),

Zm,i

Emi = — lOg(IOg “m,i)’
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where 7 > 0 is temperature coefficient. The higher the 7, the smoother
the generated distribution, while the lower the temperature, the closer
the generated distribution is to the discrete one-hot distribution.
Repeat the above process k times to 31mulate samphng k features to
obtain approximate results r,,; = max;c(; 4% The sampling result
of § is the complement of s, so we express 1t as § = 1—-r where 1
represents an all-one vector with d-dimension. Thus, X, = r ® x and
%; = (1 —r) O x. The r,, will be sent to the client m who will sample
the features and forward them into f, and f; to finish the subsequent
prediction.
Finally, we give the loss functions of the training goal:
(i) Predictor £y loss:

n M
Ly, (0¢.0,:%. ) = % X LY, wyf,, & D3, ®
i=1 m=1

(ii) Irrelevant predictor f; 5 loss:

n M
1 _ . i .

Lo, 0. 05:%.9) = — 3 L0( Y, 0n 3, (%, =%, ). ), ©)

i=1 m=1
(iii) Explainer €& loss:
Ly, = Ly, (0¢.6,:%,y) — Ly, (0., 05X, y), (10)
where 0., 6, and 6; are parameters of global models &, f, and f;
respectively and X = x/ 0 &,x!). We note that the irrelevant

predictor f; plays an adversarlal game with the explainer €. An ideal
& should guarantee that (8) is less than (9), so in order to prevent (8)
from being negative, we need to process (10) as follows

Ly, (0¢,05%,),0}).

During forward propagation, client m computes and sends its local
outputs b,, = f,(&,) and b, = f;(X, ) to the server. The server then
aggregates the received local results across all clients by calculating
y = oXM w,b,) and 5 = oI @,b,). After that, the server
will calculate the overall loss and the gradients with respect to the
global results and finally send them to clients to conduct the backward
propagation.

Ly, (0g,0,:%,y) + A(max{Ly,(0¢,0,;X,y) -

4.1.2. Feature subset importance p(X,,)
We next describe how to calculate the feature subset importance.
We consider the importance of feature subset x,, on client m as its
contribution to the global result aggregation on the server. Regard-
ing the efficiency need of VFL, we hope the contribution calculation
method in VFL satisfies the following requirements:

» Computation efficiency: Given that VFL has multiple clients, it is
crucial to use efficient methods that maintain low computational
overhead, especially as the number of clients increases. This
prevents delaying adjustments of local importance to the global
one and thus slowing down the model training speed.
Communication efficiency: Effective contribution calculation
should not involve excessive communications between clients and
the server. This includes avoiding frequent backward gradient
propagation and extensive results exchanges. Even more, trans-
ferring feature subsets among clients is also not allowed, not only
increasing communication costs but also introducing potential
privacy leakage.

According to the above requirements, we propose a feature con-
tribution calculation method, which is based on the definition of the
marginal contribution of a feature subset to the global prediction
outcome.

Definition 1. Feature subset importance: Let V' be a feature set
contribution evaluation function. The marginal contribution of feature
subset x,, is

Py (x,) = AX X, V) =V(x) - V(X -x,),
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where A(x,x,,, V) denotes the difference in the evaluation function’s
value, reflecting the change caused by including and excluding the
feature subset x,,,.

For the feature set contribution evaluation function V, we use the
loss function to measure the distance between the predicted result and
the ground truth. Specifically, V(x) = —Dis(j(0,x),y) and V(x — x,,) =
—Dis(3(6_,,,x_,,), »). We can use cross entropy for discrete variables and
mean squared error for continuous variables to represent Dis.

The rationale behind Definition 1 is to capture the marginal con-
tribution of client m by comparing the outcomes with and without
their participation in the global result aggregation. If client m positively
impacts the aggregation, the first term in Definition 1 will be smaller
than the second, resulting in a positive contribution. Conversely, if
client m negatively affects the aggregation, their contribution will be
negative.

Algorithm 1: MI-VFL

: M={I1,--,M}: client set; {x{n}lf'zl: feature set owned
by client m; {y' Yoo label set saved by the server; E:
the number of training epoch; L(-,-): loss function; #:
learning rate.

Output: Global model {4,,} ”]“4:

2 Initiate the parameters 6;

3 forr=1,2,---,E do

1 Input

1

4 Client
5 for every client m € M in parallel do
6 Py < En(Xp);
7 bprem - prey, (Xm)’
8 Send p,,, by, to the server;
9 Server
10 Vore < U(Zf}f:] Wby, ); for m € M in parallel do
n Vpre_y < ”(ZIEM\{m) Wibpre));
12 b = —Dis(Pprer ¥) + Dis(Ppre_,  ¥);
13 L B < P~ P
14 for ¢ = 1,2, -,k in parallel do
15 “fn,i ~ Uniform(0, 1), g";u, « —log(log u;u.),
VmeM,i€ {1,2,.d,};
. exp(0g P 16485, )/7)
16 z;,; TR - —;
Yi=1 X, exp(Uog plxy Ix)+g} )/7)
17 Iy = MaXeg(] ... k) Z,(,i),-;
18 Send r,, to client m;
19 Client
20 for every client m € M in parallel do
21 Xps < Ty O X5
22 by < fp, K
23 b,, < T G — K000
24 Send b,,, b,, to the server;
25 for every client m € M in parallel do
26 L 0,, 05, 0, < Model_Update (b, b,)

27 Return global model {4,,} ,’:,4:1.

Our feature subset importance method can guarantee marginal fair-
ness. Specifically, it satisfies two properties: (i) If for any two subsets
x,; and x,,, the model’s evaluation function yields the same result
when either subset is included, then the marginal contributions of both
subsets are identical. Formally, for the set S = {x,| U,cm X,, = X},
if V(SU{x,}) = V(S UI{x,h, VS C S, then we can assign S =
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Function 1: Model Update (b,,, b,,)

1 Server
2 | Ly, — LO(Tos; Wby )
3 | Ly < L(o(EM | @,b,). );

oLy Ly .
4 Calculate T", T" and send them to client m;
m m

5 Client

0Ly 0Ly, 0L, 0Ly,
P b P b

6 Calculate 3, 30, 905, 90g
m m m 'm

according to chain rule;

oLy
7 0, <0, _”aep:’
oLy
8 65, < 05, naeﬁ:;
ALy, +Amax{Lg,~Lg  0))

9 6’gm “«— 08”1 -n

o0, ’

10 Return 9,,m, Oﬁm, Os .

m

S\{X,,1 X2} in our method and obtain that

Gy (X)) =VE) = V(X —X,)
=V(ES UK Xm ) V(IS U{x,n})
=V(SU{X, . %) - V(S U{x, D)
=VX -VE-X,)
= ¢y (X,0)-

This property ensures equal importance assignment for equal contri-
bution. (ii) If a subset x,, does not influence the model’s output, its
marginal contribution should be zero. Mathematically, if V(x) = V(x —
x,,), then ¢, (x,,) = 0. This property prevents non-contributing clients
from receiving resources. Both the two properties guarantee fairness in
a marginal manner.

Our method only involves computing the performance difference
with and without the feature subset, so the complexity is linear in
the number of clients, i.e. O(m) for m clients. This makes our method
highly scalable to larger distributed environments, a crucial advantage
for real-world applications. Additionally, it provides the opportunity to
apply MI-VFL to the incremental setting, the dynamic distributed envi-
ronments where clients are continuously added or removed, because it
only requires recomputing the marginal effect.

To implement this feature contribution evaluation function, we set
up a pre-trained predictor f,,, for each client, as depicted in ® of Fig.
2. All clients jointly train these predictors before training the explainer.
During the explainer’s training phase, only a single additional forward
propagation between clients and the server is required and the eval-
uation of feature subset importance can be performed entirely on the
server, minimizing the need for communication between clients and
the server. The server only needs to maintain a matrix that stores each
client’s local outputs, after which it can calculate the contributions of
all clients in parallel, as defined by Definition 1.

It is worth noting that the classical Shapley value method can also
be used to compute feature subset importance. However, it has high
computational complexity, and therefore the necessary approximations
are required.

4.1.3. Algorithm workflow

Now, we summarize the whole process of MI-VFL according to
Algorithm 1. In each epoch, the algorithm is divided into forward
propagation (Lines 3-24) and backward propagation (Lines 25-26 in
Algorithm 1 and Function 1).

In the forward propagation, each client inputs its own local features
x,, into the explainer to obtain the local importance score p,, (Line 5
in Algorithm 1). They also compute the local prediction results b,,,
from the pre-trained predictor f,, for subsequent computation of the
importance of the feature subset (Line 6 in Algorithm 1). Finally, the
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clients upload these two results to the server (Line 7 in Algorithm
1). The server then computes the feature subset importance ¢,, based
on Definition 1 and uses it to adjust the local feature importance p,,
to the global one p,, (Lines 9-13 in Algorithm 1). Next, the feature
subset is sampled based on the global feature importance (Lines 14-17
in Algorithm 1), and the sampling results r,, are distributed back to
each client (Line 18 in Algorithm 1). Finally, clients input the selected
and unselected feature subsets into the predictor f, . and the irrelevant
predictor f; to output the final local prediction results b, and b,
respectively (Lines 19-24 in Algorithm 1).

In the backward propagation, the server first calculates the deriva-
tives of all losses with respect to each local result (Lines 1-4 in Function
1), sends them to each client, and then calculates the final derivatives
according to the chain rule and performs the parameter update (Lines
5-9 in Function 1).

4.2. Convergence analysis

The goal of MI-VFL is to optimize the loss functions (8), (9), and (10)
simultaneously, which actually can be regarded as a min-max problem

F(0) = 5}"5} %?X(L(Og,ep;x, ¥) = L0, 05X, y)).

We use 6, to represent (6¢,60,), so the problem converts to
minmax F(6,,0;). For such a bivariate' function, we aim to find a saddle
point (9:,0;)[50—52] such that

F(67,05) < F(9;,07) < F(..07). (1)

We analyze the convergence of MI-VFL by evaluating a regret
function R(T), which is defined as

T

1

R(T) = Z F,69, 0;’)) — F(07,05).
t=1

We then prove that when 7" — o, @ — 0. Before the main analysis,

we first introduce some assumptions.

Assumption 1 (Convex—concave Function). F(-,0;) : 6, - R is convex
for every 0; € R?% and F(0.,") : 05 — R is concave for every 6, € RPe.

Assumption 2 (Bounded Solution Space). There exist constants C, > 0

and C;>0 such that for VGC,QQ € RP¢ and for v0;, 0; € RP5, there are
6. = 0.1, < Ceo 1165 =63l < Cp.

We set C,,,, = max{C,_, C5}.

Assumption 3 (Bounded Subgradient). For partial gradients V,,, F, and
Vo, Fi of client m, there exist constants G,,, > 0 and G,, ; > 0 such that

IVip Eills € Guer  1Ving, Filla < G-

We set G, = max{G,,....Gp . Gy, ....Gpr 5}

Lemma 1. Let 05’) and 01(;) represent the parameter updates at iteration
t for two components, ¢ and p, respectively. Using Assumption 1, we have
the following inequality between the updated parameters and their optimal

1 We regard 6, and 6, as a common parameter since they are updated
together.

Computer Networks 263 (2025) 111220

values 6% and 9; at iteration t + 1:

M
1 2 2 [ONTV
16540 = 62113 <7 3 1V 0, Fi (6, 611
m=1
= 2, (F,60,0) - F(67,01) + 16" — 0711,

M
1
165D = 0313 <17 Y 11V, F (6, 05113

m=1

+ 21,(F,00,00) = F,00,05) + 109 - 07113,

Proof. According to the gradient descent of 6,, we obtain

(t+1) _ |2
(128 o115

M

(1) 2

= D 6L, =1,V 0, F,OL,00) = 07 113
m=1

M
=109 = 015+ 12 3 NIV g, O, 0013 = 21,V F, (00,090 — 67).
m=1

Since F,(6.,0;) is convex in ., we have
Vo F(60,00)07 - 6) < F07,6) - F,00,09).

Thus,

M
165+D = 02115 <n? Y 1,0, Fi (6L, 6113
m=1
= 2, (F,0,09) = F,07,0) + 116 — 67113.
While for 6;, we conduct gradient ascent:
+1) _ pug2
5" —6x13

M
() (1) 2
= D065+ 1V g, FO,65) =67, 5113

m=1
M
#012 2 2 t t *
=||91<;) — 012+ 2’1 ||vmﬂﬁF,(9§r)’ 92”)“2 + zn,VgﬁF,(egn,e?)(e;) - 6).
o
Analogously, F,(6,,6;) is concave in §;, we can get
Vo, Fi(00), 0h@; - 01)) 2 F,(00,0%) - F,(02,0).

Thus,
M
1
1055 = 05113 <n? Y 11,0, FiOL, 05113
m=1

+ 27;,(1?,(95’),9;’)) - F(00,02) + ||9;’) -3 O

<

Theorem 1. Using Assumption 1-3, if n, = v

where C is a constant,

then the convergence rate is O(L).

NG

Proof. We first come to evaluate the difference between the aggregated
training loss and the loss of the partial optimal solution with regard to
0. up to iteration 7. According to Lemma 1, we have

Si-
M~

T
1 *
F(60.00) - F(6;.0,)) = 7 Y (F(60".0,) ~ F,(67.6,)
=1

A
2

1 m

IA
~i-
M=
l\)l_
M=
Mz

162 = 0115 = 165D = 6113) +

1
p T 1V,0, (6, 613
t

12)

Next, we will bound the two terms in (12) in turn.
For the first term, we use Assumption 2 to get the following bound

T
1 1 .
72 5, (107 = 0215 = 10570 = 021)
t=1
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Fig. 3. Common feature suppression. The model is set to suppress common features
among clients and remove redundancy. Each client owns the weight network and
representation learning module. The intermediate results are uploaded to the server as
the inputs of the discriminator network. The purpose of the discriminator is to decide
which client the input comes from while the weight networks are aimed to weight the
common features to confuse the discriminator.

T
1 1 1 1
6.(1) L 1g@+D _ g2 4 2L 0 2
= || N ARl ;m T N0 = 021
T 2
1,1, 1 ) < Smax
<=(z—C +0+ (———) <o 13)
T 2y ¢ Z; 2, 2m, 2Tnr

For the second term, we can obtain the following bound under
Assumption 3,

1 T n M 1 T " M MG T
! 0 pOyp2 ! max

727 2 Vna RO IR < 7 35 X G < —7= T,

=1 m=1 t=1 m=1 t=1

a9
Combining (13) and (14) and setting #, = \/? we get
T 2
(Gt MG,,,.C

% Y FO0,60) - F(o;,0)) < —me 4 ——me @5)

20T 23T

Analogously, for 6;, we have the following result

Si-
DM~

F00,00) - F©",0%)

\%
~i—
M=
I\)l__

T M
1 ® * 1 7,
||a('+ R R Y W AP A G
=1 m=1

C2 MGmaxC

> _ max
a 2c\/_ 2\/?

By the saddle point relation in (11) and combining (15) and (16), we
can obtain

(16)

T 2
c MG,,.C
|RT) | =) = 3 F00,00) - F@:,07) | < —me 4 = Tma
T ¢ P ¢ 7p
= 2c\/? T

1
=0(—). O
VT

4.3. Common feature suppression

The feature subset x; generated by the explainer is expected to
be the most refined, which means we should select k representative
features under the premise of ensuring prediction accuracy, rather than
selecting some repeated features. However, without any coordination,
X, may contain overlapped features, which would limit improvements
in model performance. As we mentioned before, Eq. (1) cannot be
computed during training due to the inability to identify the locations
of overlapped features. This leads to overlapped features being treated
as distinct during global sampling. Therefore, it is crucial for the
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model to eliminate feature overlap and provide a concise and accurate
interpretation based on truly representative features.

The specific method is that we hope that each &€ should try to avoid
selecting common features. Two models are used to achieve this goal.
As shown in Fig. 3, one is the weight network f,, : x,, = a,, 4, € R
on client m, and the other is the discriminator network f; : x,, ©®a,, —
t, m € M, € RM on the server. The two networks form an adversarial
game which is similar to Generative Adversarial Network (GAN) [53].
The output dimension of f, is M-hot, and its function is to identify
which client the input comes from argmax;ct;; and the purpose of f,, is
to learn the weight of each feature to ensure that it can provide higher
weight to features that can confuse f;, which are actually the common
features. Therefore, the objective function of the adversarial network is

min max Z Ey o, [108 fq(Xy © fr, X)), a7

Wy Ja

where r,, is the data distribution of client m.
For f,, fixed, the optimal output of f; is

(X)) 7pr (Xpg)
T ) ) |

Given the optimum f, the minmax game of Eq. (17) is:

/ 7,,(X,,) log M(X )

1 17[(X)

fi(x, ©a,)= [

:Z/ nm(xm)logijrw(—(i)dx—MlogM
m=1"Xm Z I

=l M
M M”(X)
=Y KL(r,(x 2y Mlog M
mg (m<m>||§ )~ Mlog

=M-JSD1 1 (@ (X)), ..., 7wy (Xpp)) — Mlog M
Lk

where JSD is Jensen—Shannon divergence between two distributions,
which is non-negative. Thus, the minmax game of Eq. (17) is equal to
reducing the JSD among M clients and the optimum is achieved when
m(X,) = - = mpy(x,,). The f,, and f; confront each other and finally
reach a balance point. That is to say, f,, has learned the common
features of the clients.

However, the current model faces two challenges. First, the out-
put dimensions of f,, and x,, from different clients are inconsistent,
making them unsuitable for direct use as inputs to f,. Second, we
cannot transmit weighted features to the server due to privacy con-
cerns. Thus, we introduce a representation learning module f, ~after
fu, as depicted in Fig. 3, which transforms the outputs from each
client into a uniform input dimension suitable for f,. Also, submitting
intermediate representations can further protect data privacy, and f,
can learn better representations of common features to improve model
performance.

To suppress common features, we employ x,, © (1 —a,,) as the input
to fy, ensuring that f,, ~generates weights that effectively suppress
the influence of common features. The entire network will be pre-
trained, after which we retain f,, and multiply its calculated weights
with the local weights computed by &,,. Since our purpose is to sup-
press the common features, rather than completely ignoring them,
we randomly select a client m without applying f,, , ensuring that
common features are still included in the training process. Moreover,
the network continues to learn based on the feedback from both f,
and f;, so suppressing common features does not negatively affect £
while allowing the explainer to focus on identifying relevant features
associated with the target without overlap.

5. Evaluation

In this section, we evaluate MI-VFL through extensive experiments
in several synthetic and real-world datasets.
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Table 1
Synthetic datasets.
# Clients Dataset Method
D? P(xly=1) x exp{ T, x> — 4}
2 D§ P(x|y =1) « exp{—10 X sin(2X5) + 2|x4| + x; + exp{—x5}}
D2 X1 = 0: P(x\y:l)chf
3
X0 <0: P(x]y=1) x D%
10 2
D3 P(x|ly=1) «exp{Y,, x> — 4}
s DS P(]x\y: I)cxexp{—sz;i“ sin(2x;) + 2|xs| + % 2,1:15 X;
- +§ 2[‘:13 exp{—x;}}
D3 X5 2 0: P(x|ly=1) « D3
3 -
Xp5 < 0: P(x]y=1) x D]
Table 2

Mean FIA (%) for synthetic datasets under different numbers of clients over 10000
samples for each dataset.

# Clients 2 5

Dataset D? D? D? D3 D3 D3
MI-VFL 100.0 92.8 75.7 83.9 79.6 65.5
SHAP 100.0 65.5 56.0 49.2 58.0 55.9
LIME 99.5 98.5 62.4 93.2 91.0 55.1
Saliency 90.0 93.0 64.8 85.2 96.2 55.5

5.1. Synthetic datasets

5.1.1. Evaluation setup

We now introduce the synthetic methods of datasets and the perfor-
mance metrics.

Datasets: centralized interpretation methods usually use some syn-
thetic datasets to verify whether they can accurately find task-relevant
features [14,15]. In VFL, we need to consider the number of clients
and set up two types of datasets for the different numbers of clients.
The details of the synthetic datasets are

- Datasets for 2 clients with 10 features, where 4 features are
important (k = 4);

» Datasets for 5 clients with 25 features, where 10 features are
important (k = 10).

The features are generated by 10-dimensional and 25-dimensional
Gaussian distributions, respectively. Labels of these datasets depend
only on important features. The specific settings of the datasets are
shown in Table 1. We split the feature set randomly and assign an equal
number of features to each client.

Metrics: the performance metric used in centralized interpretation
methods is feature identification accuracy (FIA):

FIA= #selected important features

#all important features

We also introduce repetition rate (RR) to evaluate the feasibility of the
common feature suppression scheme:

#selected repetitive features
RR = p S

#all repetitive features

5.1.2. Evaluation of difference in local feature importance and global one

To verify whether our approach can compensate for client-server’s
difference, we compare MI-VFL with several current centralized in-
terpretation methods, including Saliency maps [18], SHAP [28] and
LIME [30]. For all methods, we train a unified centralized model. We
select top-k important features for each sample. The results are shown
in Table 2.

As shown in Table 2, MI-VFL performs effectively in both 2- and 5-
client settings, though some results are slightly lower than centralized
methods in datasets D2, D3, and D] due to the distributed nature com-

2
pared with centralized one. Even so, MI-VFL selects nearly all important
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features in the first two datasets with 2 clients and around 80% with 5
clients. The second dataset shows generally lower accuracy because of
the non-linear relation between features and labels. In contrast, MI-VFL
has a significant advantage in the third dataset, showing its instance-
wise selection ability. Last but not least, the efficiency of MI-VFL is
notable, as it only requires the time of one inference per sample, unlike
the more time-intensive LIME and SHAP. High computation cost is even
detrimental in VFL.

5.1.3. Evaluation of common feature suppression

We focus on suppressing overlapped important features rather than
unimportant ones, as the latter are less likely to be selected. Actually,
important features also have relative significance ranking (e.g., xg
is more important than x; in Dg). Thus, we set overlapped features
according to the importance ranking and assign them to respective
clients, while unimportant features are randomly removed to keep the
total number of features fixed at 10 and 25. Two sets of experiments
(with 1 and 2 overlaps) were conducted, and overlapped features were
counted once in the FIA calculation. Results are in Table 3.

The feature suppression scheme performs well as demonstrated
in Table 3, nearly eliminating overlap with one overlapped feature
and significantly reducing redundancy with two overlaps. Further, the
decrease in RR is accompanied by an increase in FIA as reducing over-
lap allows other important features to be selected, enhancing overall
interpretability.

5.2. Real-world datasets

5.2.1. Evaluation setup

First, we introduce the real-world datasets and the performance
metrics.

Datasets: We further evaluate MI-VFL on five real-world datasets,
chosen for their diversity and relevance to real-world applications:

Credit card [54]: a tabular dataset of 30,000 samples with 23
features, assigned randomly to 3 clients. This dataset is from
the financial domain, where model interpretability is critical, as
decisions affect individuals’ financial security.

Drug persistency? [55]: a tabular dataset of 3424 samples with
67 features. 14, 14, 13, 13, and 13 features are assigned to
5 clients randomly. This dataset is from the healthcare field,
whose decisions based on such models can directly impact patient
health, making interpretability essential in this high-stakes field.
w8a [56]: a tabular dataset of 64700 samples with 300 features.
An equal number of features are assigned to 10 clients randomly.
The inclusion of this dataset is used to demonstrate the method’s
scalability and effectiveness in high-dimensional feature spaces.
MNIST [57] subset: an image dataset to classify handwritten
digits 4 and 9, which has 19782 images with 28 x 28 features.
We set up 2 clients with the raw images on the first client and
the images rotated by 180 degrees on the second client. Thus
there are 1568 features in total. Image data is widely used in real-
world applications, and this dataset can be used to demonstrate
the method’s versatility across more data types.

IMDB [58]: a text dataset of sentiment classification for movie
reviews, which has 50000 reviews and the average review length
is 231 words. We split each review into two parts and assign them
to 2 clients. Text data is also prevalent in many daily applications,
and using this dataset can show the model’s applicability in
natural language processing tasks.

2 We check all the medical datasets on Kaggle, and choose this one due to
its sufficient features and samples, non-null data value, and complete labels.
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Table 3
Mean FIA and mean RR for synthetic datasets under different numbers of clients with overlapped features over 10000 samples for each
dataset.
Datasets DM DM DM
Clients (@M) 4 yerlap 1 2 1 2 1 2 1 2 1 2 1 2
Metric (%) FIA RR FIA RR FIA RR FIA RR FIA RR FIA RR
@2 MI-VFL 85.8 28.5 77.7 22.3 74.9 41.9 75.0 21.7 69.4 44.6 54.9 19.1
MI-VFL+supp 99.7 0.7 98.9 0.9 95.2 0.0 80.4 0.0 82.3 0.0 79.3 4.2
@5 MI-VFL 72.4 27.5 71.2 18.6 67.0 19.0 69.1 8.2 58.7 34.2 52.6 26.4
MI-VFL+supp 77.8 1.7 78.8 6.4 71.5 0.3 78.1 4.2 64.7 0.03 80.6 0.7
0.825
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Fig. 4. AUROC vs. the number of selected features (k) on the real-world datasets.

Table 4
Prediction performance in the first three real-world datasets on test data.
Metric Without MI-VFL MI-VFL
AUROC AUPRC AUROC AUPRC
Credit card 0.7770 0.5411 0.8288 0.6375
Drug persistency 0.8239 0.7127 0.8890 0.8105
w8a 0.9417 0.7048 0.9741 0.8068

For the first three datasets, we set up k = 8, k = 20, and k = 250,
respectively. For the last two datasets, we follow Chen et al. [14] to
process them. For MNIST, we split the 28 x 28 image into 16 patches
with the size of 7 x 7 for better visualization and choose k = 10 patches
from 32 patches. For IMDB, we cut/pad each review into 200 words for
each client. We choose k = 10 words from 400 words.

By choosing these datasets, we validate our method’s ability to
handle a broad spectrum of data types (tabular, image, and text)
and its relevance to high-risk decision-making fields (e.g., finance and
healthcare), as well as its generalizability to more common domains
like computer vision and natural language processing.

Metrics: Since we do not know in advance which features are
important in real-world datasets, we evaluate MI-VFL through the Area
Under the Receiver Operating Characteristic Curve (AUROC) and Area
Under the Precision Recall Curve (AUPRC).

5.2.2. Evaluation of difference in local feature importance and global one

We calculate AUROC and AUPRC using both selected features (via
MI-VFL) and all features in first three datasets,® and the results in
Table 4 show that MI-VFL significantly improves prediction accuracy.
This is because the explainer effectively identifies important features
for the task. Additionally, to reflect the instance-wise nature of MI-
VFL, in the credit card and drug persistency datasets, we visualize
feature importance for randomly selected samples (Figs. 5(a), 5(c)) and
compute mean feature importance for test data (Figs. 5(b), 5(d)), high-
lighting the distinction between important and unimportant features
and demonstrating MI-VFL has sample variability in important features.

3 We evaluated our model in MNIST and IMDB datasets in Section 5.2.3
directly because there is no need to manually set overlapped features.
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Fig. 5. Feature importance and mean feature importance and standard error of test
data visualization in credit card and drug persistency datasets.

Since we are not sure what the true k is in the real-world datasets,
we compare the prediction results under different k. We compare
MI-VFL with random feature selection (Random) and all features par-
ticipating (All), and the results are shown in Fig. 4. First, First, MI-VFL
achieved higher AUROC, outperforming Random by an average of
12.78%, 12.49%, and 3.8% on the three datasets, respectively, and
surpassing All by 0.61%, 4.12%, and 1.74%. Secondly, we observe
that both excessively large and small values of k negatively impact
model performance. This is because a small k may ignore the beneficial
features, while a large k may introduce harmful features. A well-chosen
k can significantly improve the model prediction.

5.2.3. Evaluation of common feature suppression
We also evaluate the common feature suppression scheme in real-
world datasets. For the first three datasets, we select the overlapped
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Fig. 6. Ten pairs of images of 4 and 9 are randomly selected from the test dataset in MNIST. Two rows are from two clients, respectively. The selected patches are colored dark
blue and purple. (For interpretation of the references to color in this figure legend, the reader is referred to the web version of this article.)

Table 5
Prediction performance and mean RR in the first three real-world datasets with
overlapped features on test data.

Metric MI-VFL MI-VFL+supp
AUROC AUPRC RR (%) AUROC AUPRC RR (%)
Credit card 0.7147 0.4290  31.5 0.7830  0.5894 0.1
Drug persistency  0.8386 0.7376 12.6 0.8538 0.7538 4.3
w8a 0.9508 0.7574 4217 0.9606  0.7431 13.8
Table 6
Prediction performance in MNIST and IMDB datasets.
Metric Without MI-VFL MI-VFL+supp
AUROC AUPRC ACC (%) AUROC AUPRC ACC (%)
MNIST 0.9993 0.9993 97.80 0.9996 0.9996 99.10
IMDB 0.9344 0.9299 86.27 0.9535 0.9619 89.63

Truth: negative Predicted: negative

( )

This movie was disappointing for at least one of two reasons. The suspense created
disappeared because of horrible acting or lack of direction from the director. I don‘t
know. It was like a tasty bubble gum that seemed to run out of flavor yet you continue to
chew on it because it once tasted great. Like most thrillers The Hitchhiker had promise
yet failed to deliver when it had me bright cyed and ready to tum the volume down(l
Wwas watching the movie alone...in the dark) This so called thriller simply came apart
like it was made of Lego transforming into ing else. It simply ran out of gas and
left me staring at a made-for-TV-like style movie with one exception. It was probably
Q&d—R.

Truth: positive Predicted: positive

T have to say that I know the documentaries of Mister Ornek and so I knew that I will get
a very well made piece of movie documentary. I was not disappointed. As a history nerd
- 1 did saw hundreds of documentary and liked the different approach of this work. The
Director and his 17 Consultants (historians, Veteran families) tried to access the reality
of the Gallipoli through the letters of solders from both sides. So, the history is followed
by British, Australian and Turkish soldiers. Narrated is this docu by Jeremy Irons and
Sam Neill - both boost the intensity and emotionality of this documentary by their great
voices. I saw this film in a cinema in Italy in Dolby Surround. I did buy the DVD last
year and will wait again 3-7 years for the next work of this talented director and his very
good Summary: Well made. Intense. History with emotions - wrapped in

a war d with great narrators. j

Fig. 7. Two reviews (positive and negative) are randomly selected from the test dataset
in IMDB. Important words selected by MI-VFL are highlighted and key sentences are
underlined.

features based on the importance of features computed in the exper-
iments without overlapped features. The assignment is the same as
Section 5.1.3. We conduct experiments containing 2 overlapped fea-
tures in both credit card and drug persistency datasets and 5 overlapped
features in w8a dataset. The experimental results are shown in Table
S.

As can be seen from the table, our method also suppresses over-
lapped features and reduces RR in real-world datasets. At the same
time, the identification of more different important features further
improves the prediction ability of the model. Therefore, it can be seen
that the common feature suppression is also effective in real-world
datasets.

For the MNIST and IMDB datasets, MI-VFL with common feature
suppression was applied directly. We also calculate prediction accuracy
(ACC) to do a better comparison. Results in Table 6 show performance
improvements in both image and text tasks. Visualizations (Figs. 6 and
7) highlight the effectiveness of MI-VFL in selecting key features. In
MNIST, the selected features focus on the most discriminative parts
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of the digits, like the heads of 4 and 9. In IMDB, MI-VFL accurately
selects important adjectives and avoids redundancy by selecting com-
mon words only once (“well made” is selected once though it occurs
both in the first sentence (client 1) and in the last sentence (client 2)),
enhancing interpretability without overlap.

6. Conclusion

In this work, we have presented the first distributed model interpre-
tation method for VFL, namely MI-VFL. From the natural characteristic
of feature misalignment in VFL, we have proposed to use the law of
total probability to solve the problem that the local feature importance
is not equal to the global one caused by the discrepancy in local-global
perspective. For the sake of completeness of selected features, we have
designed an adversarial game to select as many important features as
possible. At the same time, we have also considered the discrepancy
in local-local perspective. We have designed a federated adversarial
learning model to identify overlapped features once. Evaluation results
demonstrate that the proposed MI-VFL can accurately select important
features and suppress overlapped features.
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